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ABSTRACT

Real-time fraud detection has emerged as a critical necessity in today’s digital economy, where financial transactions are

increasingly conducted online. This paper explores the implementation of PySpark, a powerful big data processing

framework, in conjunction with machine learning techniques to enhance the accuracy and speed of fraud detection

systems. By leveraging the distributed computing capabilities of PySpark, organizations can process vast amounts of

transaction data in real time, allowing for immediate detection of potentially fraudulent activities. The study analyzes

various machine learning algorithms, including decision trees, logistic regression, and ensemble methods, to assess their

performance in identifying fraudulent transactions. Evaluation metrics such as precision, recall, and F1-score are utilized

to compare the effectiveness of these algorithms. Furthermore, the paper highlights the challenges faced in the domain,

including data imbalance and the evolving nature of fraudulent schemes. Through the integration of PySpark and machine

learning, this research demonstrates a scalable solution that not only improves detection rates but also reduces false

positives, thereby enhancing the overall security of financial transactions. This study aims to provide insights into

developing robust real-time fraud detection systems that can adapt to the dynamic landscape of online fraud.
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